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Documentul descrie instalarea, activarea si utilizarea serviciului CertDigital Cloud pe macOS.

Cuprins
. Instalarea aplicatiei CertDigital CDP Client
. Permisiuni Privacy & Security Tn macOS
. Inregistrarea contului Cloud
. Activarea contului si setarea parolei
. Instalarea certificatului digital in Cloud
. Configurarea Mozilla Firefox pentru autentificare

. Configurarea Adobe Reader pentru semnare
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. Recomandari si verificari finale
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1. Instalarea aplicatiei CertDigital CDP Client

Descircati aplicatia potrivita tipului de procesor al echipamentului: Apple Silicon/ARM sau Intel.
Linkuri descércare:

(= Apple ARM Click AICI

(£ Apple Intel Click AICI

Deschideti fisierul DMG si mutati aplicatia CertDigital CDP Client in folderul Applications # (Drag&Drop). La prima rulare,
macOS poate afisa mesaje de securitate care trebuie parcurse in pasii urmatori.
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2. Permiterea rulirii aplicatiei in macOS

Daca aplicatia este blocata, confirmati rularea acesteia din System Settings > Privacy & Security. Selectati Open Anyway,
confirmati din nou actiunea si introduceti parola de administrator a sistemului.
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free from malware that could harm
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are certain it is from a trustworthy
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Captura 4
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Captura 5.
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3. inregistrarea contului CertDigital Cloud

Dupa deschiderea aplicatiei, accesati sectiunea Cloud si selectati Register New Account. Introduceti codurile primite prin email:
Request Code, CSR Code si Certificate Code, apoi continuati procesul de inregistrare.
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Captura 9.

4. Activarea contului si initializarea parolei

7.Introduceti adresa de
email si click Sign In

In pagina de autentificare deschisd in browser, introduceti adresa de email asociata certificatului. Pentru prima activare, utilizati

optiunea Forgot Password si urmati instructiunile primite prin email pentru setarea parolei.
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Captura 10.
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Captura 11.
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Captura 12.
5. Autentificarea dupa setarea parolei
Dupa primirea mesajului de confirmare, reveniti in pagina de autentificare si conectati-va cu adresa de email si parola setata.
Browserul va confirma autentificarea reusita, iar aplicatia CertDigital CDP Client va continua fluxul de configurare.
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Captura 13.
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Login successful! You can close this window now.

Captura 14.
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6. Instalarea certificatului digital in Cloud

In aplicatia CertDigital CDP Client, sectiunea Cloud, introduceti datele primite prin email pentru generarea certificatului. Setati
parola certificatului si confirmati instalarea.

A Atentie: Parola certificatului este unicd si va fi solicitata la semnare. Daca este uitatd, nu poate fi reinitializata si poate fi

necesara emiterea unui certificat nou.

El @ CERTDIGITAL COP T

Install Certificate

Certificate Code *

Certificate Passwora *

Conflrm Password

10.Click Install

Captura 15.
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Verification Code

11.Introduceti
codul OTP primit pe
email si click Verify

Captura 16.
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Verification Code *
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12.Introduceti codul OTP
primit pe email si click
Confirm Installation

Captura 17.
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7. Confirmarea instalarii certificatului

Dupa validare, aplicatia va afisa mesajul de instalare reusita si certificatul va aparea in lista Cloud Certificates.

r
& @ CERTDIGITAL COP Client

Install Certificate

©

Certificate installed successfully

Your new cloud cartificate has been installed and is ready to use.

Captura 18.
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Captura 19.
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8. Integrarea cu Mozilla Firefox

Pentru autentificare in portaluri care solicita certificat digital, de exemplu ANAF, instalati Mozilla Firefox pentru macOS si activati
integrarea PKCS#11 din CertDigital CDP Client: Settings > Devices > Firefox PKCS#11 Integration > Install in Firefox. Reporniti
Firefox dupa aplicarea setarilor.
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Captura 21.

9. Testarea autentificarii in browser

La accesarea unui portal care solicitd certificat, confirmati solicitarea de autentificare. Selectati certificatul CertDigital Cloud si
introduceti parola setatd pentru certificat, urmaté de codul OTP primit pentru verificare.

Centrul de Calcul S.A. Targu Jiu | www.certdigital.ro | office@certdigital.ro



http://www.certdigital.ro/
mailto:office@certdigital.ro

alida s 1509001 JISO 14001

CERTDIGITAL W‘C‘ AC. EAC:

Centrul de Calcul S.A. Targu Jiu, str. Tudor Vladimirescu, nr. 17 Tel 0253.214.767, fax 0253.213.409
Web: www.certdigital.ro, mail: office@certdigital.ro

© o anatraint_seatin bt

%

gt Nubor wsd e AE sl Pl

b s e 1w skon Corsrgu ot o
o

\ 1.Click OK pentru

At
TAQICSOI 1B0N O SAASCNG B COD WIth & MeyDad)
autentificare

ety e ingn arel

Captura 21.

oy

Rurmarser this decuion.  For this sessien

RE—— .
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Click OK.

Captura 22.
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Captura 23.
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OTP Verification

Enter the one-time password sent to your device.

[ 313047 ]

4.Introduceti cod OTP

primit pe email si click
confirm.

Captura 24.

10. Configurarea Adobe Reader - setiri de securitate

in Adobe Reader, accesati Preferences > Security (Enhanced). Debifati optiunile Enable Protected Mode at startup (Preview) si
Enable Enhanced Security, apoi confirmati modificarea. inchideti si redeschideti Adobe Reader pentru aplicarea setirilor.

ference

Categorles: Sandbox Protections

Enable Protected Mode at startup (Preview)
Accessibility

Adobe Online Services
Emall Accounts ‘
. . Enhanced Security ‘
1.Debifati Enable isabli d Mode

Enable Security J
requires manual restart of the
Protected Mode/Enable Privileged Locations | application.
. If your workflows are negatl cations to
Enhanced Security. soloctively trust fles, 10068, | oo ooenirny o fons. ,
Privileged Locations allows yoi your
Measuring (2D0) workfiow.
Measuring (30) Automatically trust documel No
Measuring (Geo)
B _______ 3
Multimedia (legacy)
Multimedia & 30 2.Click Yes si reporniti
Multimedia Trust (legacy) . .
Roadin aplicatia Adobe Reader.
" '
Reviewing
Search
Security
Seoky.Entnced) Add Filo Add Folder Path Add Host
Signatures
e What is Enhanced Security?  What are Privileged Locations?
| Cancel oK
1
Captura 25.
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11. Preluarea caii modulului Path/PKCS#11

Din CertDigital CDP Client, accesati Settings > Devices > Firefox PKCS#11 Integration si copiati calea afisatd in zona Driver
location. Aceasta cale va fi folosita pentru atasarea modulului in Adobe Reader.

® @ CERTDIGITAL CDP Client

d CertDigital

(@ Dashboard

Sign

R ¢

Validate

®

Certificates

Cloud

Secure Message

@ > 0

Settings

o Bogdan-Adri..,

Professional digital signature and certificate management application.
& General # Devices & Signature Profiles 14 Advanced D What's New &) About
riretox PRUS#H 11 INtégraton
Install the CertDigital cloud signing driver as a PKCS#11 security module in Firefox, This enables clent certificate
authentication and digital signing directly from the browser

Driver incatioe:

Users/adelin/ . certdigital-cdp-cLisnt/pics1l/ Libcortdigital-kap—pkesll. dylib

@ default

@ default-release
&) Remove from Firefox

) The CertDigital PKCS#11 driver is installed in all Firefox profiles. Restart Firefox to activate.

Eirefor must be restarted after installing or remaoving the PXKCS#11 module

Operatina Svstem Intearations

Captura 26.

12. Atasarea modulului PKCS#11 in Adobe Reader

2 Insta

3.Copiati din Driver
location calea Modulului
PCKS#11.

In Adobe Reader, accesati Preferences > Signatures > Identities & Trusted Certificates > More. In zona Digital IDs, selectati
PKCS#11 Modules and Tokens, apoi Attach Module si lipiti calea copiata anterior.

‘ Categories:

Email Accounts

‘, Forms

Generative Al

Identity
Internet
JavaScript
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Measuring
Measuring

Measuring

Multimedia (legacy)

Preferences

Digital Signatures

Creation & Appearance

« Control options for signature creation
« Set the ap. of sig within a

Verification

« Control how and when signatures are verified
(2D)
(3D) Identities & Trusted Certificates
(Geo)
« Create and manage identities for signing
« Manage credentials used to trust documents

Multimedia & 3D

Multimedia Trust (legacy)

Reading
Reviewing
Search

Security

Security (Enhanced)

M

Document Timestamping

« Configure timestamp server settings

4. Click
Signatures/Identities &
Trusted Certificates-More

Cancel

Captura 27.
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OK.
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Trusted Certificates
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Captura 28.
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CertDigital Clou Module Manufacturer

6. Click CertDigital KSP  Jrrusted certificates

PKCS#11.

I, CertDigital

Module Description: CertDigital KSP PKCS#11
Library Version: 1.0
Cryptoki Version: 2.40

Library Path: /Users/adeI.inI «certdigital-cdp-client/pkes11/libeertdigital-ksp-
pkesll.dylib

Close

Captura 29.
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13. Autentificarea in modulul CertDigital

Dupa atasarea modulului, selectati CertDigital KSP PKCS#11 si apasati Login. Autentificati-va in contul Cloud pentru ca
certificatul sd devina disponibil in lista Digital ID and Trusted Certificate Settings.

————
[ Digital ID and Trusted Certificate Settings
| v Digtal 1Ds Change Password  Login  Logout e Refresh
|
Roaming ID Accounts Token Label ~  Status
. DigitalID Files CertDi...| Cloud Logged o
| Keychain Digital IDs
| o pcshimodiesad] 7. Click Login.
|
| v CerDigital KSP PKC
I CertDigital Clous Token Label: CertDigital Cloud
| O o Module Manufacturer ID: CertDigital
| Model: KSP Virtual
| Serial Number: 0000000000000001
1
|
|
Close
Captura 30.
® Digital ID and Trusted Certificate Settings ]
Digital IDs ' [ f
v Yil v Y certificate Details ¥ Export i) Refresh ) Remove D |
RoamingID Accounts  Name /' Use for Signing |
DigitalID Files Bogda...i Manage Attribute CertificateSN\GD Z ‘
: ‘ Personalize ‘
Keychain Digital IDs
o PRCSHI Modulesand 8. Click Use for signing. ‘
& CertDigital KSP PKC
Io-mou Bogdan-Adrian Patru
Trusted Certificates m';)eyd CERTDIGITAL QUALIFIED CA G4
CERTDIGITAL
Valid 2026/05/25 13:49:39 +03'00'
from:

Valid to: 2027/05/25 13:49:39 +03'00'

Intended Digital Signature, Non-Repudiation, Encrypt Keys, Encrypt Document,
2 Document Signing, 1.3.6.1.4.1.311.20.2.2, Clicnt Authentication, Email
USAE: protection

Close

Captura 31.
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14. Activarea certificatului pentru semnare

Dupa autentificare, certificatul digital este afisat in Adobe Reader. Selectati certificatul si utilizati optiunea Use for Signing
pentru a-1 marca drept certificat disponibil pentru semnarea documentelor PDF.

Sign with a Digital ID

Choose the Digital ID that you want to use for signing:

o D Bogdan-Adrian Patru (PKCS#11 device) View Details
X Issued by: CERTDIGITAL QUALIFIED CA G4, Expires: 2027.0525

(Conﬁgure New Digital ID ) ( Cancel )

Captura 32.
15. Recomandari finale pentru utilizator
* Pastrati parola certificatului intr-un loc sigur. Aceasta este necesara la semnarea documentelor si nu se poate recupera din
aplicatie.
* Verificati intotdeauna emailul pentru codurile OTP generate in timpul activérii, instalarii si semnarii.

* Dupa modificari in Firefox sau Adobe Reader, inchideti si redeschideti aplicatiile pentru aplicarea completa a setarilor.

Centrul de Calcul S.A. Targu Jiu | www.certdigital.ro | office@certdigital.ro


http://www.certdigital.ro/
mailto:office@certdigital.ro

